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NARUC 2005 –
How much have we progressed?



 … but NO agreed 
methodology… not 
even on one country 
level, let alone 
something globally 
agreed

 EU: 600+ projects, 
many talking about 
cascading, ripple, 
inter‐this‐inter‐
that… 

 Here: Examples from 
SmartResilience 
project

Many single answers, cases, studies, tools…



Multiple threats… 
terror, cyber, weather, health, …

Infrastructure (CI) / 
Scenarios

Terrorist 
attack

Cyber 
attack

Extreme weather 
incl. NaTech 

events

IC‐specific 
events

Cross‐
cutting 
issues

• Smart cities
(Germany, UK, Ireland)   () Social unrest, 

urban floods
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• Smart health care 
(hospitals, Austria) ()  ()

Massive 
breach of 
privacy

• Smart energy supply 
systems (Finland)  () ()

Solar storms 
(space 

weather)

• Smart 
industrial/production 
plants (new and 
refurbished plants, 
Industry 4.0 plants)

  
Interruptions 
in the critical 
supply chains 

• Smart transportation 
(airports; Hungary)    Border control



Imagine an accident/event… in an 
infrastructure‐of‐infrastructures

(the “INDIA” case in SmartResilience project)



SmartResilience 
“City”

Power supply

Health care 
provider 
(hospital)

Industrial site 
(refinery)

Fire brigade / 
flood experts

Finance 
sector

Transportation 
(airport)

Water supply

SmartResilience
City Hall

infrastructure‐of‐
infrastructures



SmartResilience 
“City”

HOTEL

CHARLIE

ECHO

GOLF

ALPHA

DELTA

FOXTROT

BRAVO

SmartResilience
“code names” 

ALPHA: 
Finance sector

BRAVO:
Smart city hall 
(headquarters HQ)

CHARLIE: 
Health care provider 
(hospital)

DELTA: 
Transportation (airport)

ECHO: 
Industrial site (refinery)

FOXTROT: 
Water supply

GOLF: 
Fire brigade / flood 
experts

HOTEL: 
Power supply



Imagine an event 
(the “INDIA” event in SmartResilience project)
Time Event description (announcement)

Day 1 05:00 explosion in the ECHO industrial production complex within BRAVO city. 
Day 1 05:24 DELTA Air Traffic Control issues NOTAM due to lack of visibility and the aggressive chemical 

nature of the fog arising from explosion
Day 1 05:30 Certain districts of BRAVO city must be evacuated

Day 3 16:00 CHARLIE health service providers report that they have no more capacity at local service 
providers. 

Day 5 Heavy rainfall hits BRAVO city (more than 100 mm in one day with a very intensive period),
causing pluvial flood, immediately followed by a tidal flood.

Day 12 Financial systems report extended spear‐phishing attempts on customers of banking and 
insurance services. 

Day 8 FOXTROT waterworks report that the flood had contaminated the FOXTROT drinking water
reservoir

Day 10 HOTEL underground storage plant reports that it has been successfully sealed off and 
prevented flooding of coal reserves, 

Day 12 CHARLIE: bacteria in the drinking water system is resistant to carbapenems and the last line 
antibiotic colistin as well. Through the damage of an antibiotic storage caused by the recent 
incidents, both antibiotics are release into the water, killing non‐resistant bacteria and 
facilitating overspread of resistant strands. 



SmartResilience 
“City”

HOTEL

ECHO

GOLF

ALPHA

FOXTROT

DELTA

CHARLIE

BRAVO

Day 1 
5:00 AM

A cyberattack causes 
explosion in the ECHO 
industrial production 
complex within BRAVO 
city. The attack releases 
a large fog of 
microparticles. Lots of 
casualties, the fog is 
choking and burning 
lungs of people inhaling 
it. The wind blows the 
plume across the river 
towards densely 
inhabitated area of 
BRAVO city and towards 
the airport DELTA. 19 
fatalities and 19 injured 
(38 casualties).

Cyber Attack

Plume of 
microparticles

Fatalities and injuries

Chocking 
and burning 
lungs

Explosion



SmartResilience 
“City”

HOTEL

ECHO

GOLF

ALPHA

FOXTROT

DELTA

CHARLIE

BRAVO

Day 1 
5:24 AM

DELTA Air Traffic Control 
issues NOTAM due to lack 
of visibility and the 
aggressive chemical nature 
of the fog arising from 
explosion and declares 
DELTA airport unable to 
launch or receive flights. 
All airplanes are 
grounded. Passengers 
were sheltered inside the 
terminal as the fog covers 
the passenger terminal as 
well. Another 34 fatalities 
and 85 injured (157 
casualties).

Airport 
unable to 
lauch or 
reveive
flights



SmartResilience 
“City”

HOTEL

ECHO

GOLF

ALPHA

FOXTROT

DELTA

CHARLIE

BRAVO

Day 1 
5:30 AM

Certain districts of BRAVO 
city must be evacuated, in 
the other parts residents 
are advised to keep shut 
all doors and windows. 
Some citizens decide to 
self‐evacuate. Roads get 
overcrowded. Another 83 
fatalities and 2 injured 
(242 casualties).

Evacuation



SmartResilience 
“City”

HOTEL

CHARLIE

ECHO

GOLF

ALPHA

DELTA

FOXTROT

BRAVO

Day 3 
16:00 PM

CHARLIE health service 
providers report that 
they have no more 
capacity at local service 
providers. During first 
medical response, 21 
employees get injured 
and can not continue 
their work, in spite of 
efforts of health service 
staff, 51 more fatalities 
and 64 more injuries 
occur during 
decontamination 
efforts and aftermath. 
(378 casualties).



SmartResilience 
“City”

HOTEL

CHARLIE

ECHO

GOLF

ALPHA

DELTA

FOXTROT

BRAVO

Day 5

Heavy rainfall hits BRAVO
city (more than 100 mm
in one day with a very
intensive period), causing
pluvial flood, immediately
followed by a tidal flood.
GOLF flood protection
facilities are not able to
prevent water rising on
the streets. 59 dead, 2
injured (439 casualties).

Rainfall

Pluvial and 
tidal flood



SmartResilience 
“City”

HOTEL

CHARLIE

ECHO

GOLF

ALPHA

DELTA

FOXTROT

BRAVO

Day 8

FOXTROT waterworks 
report that the flood 
had contaminated the 
FOXTROT drinking 
water reservoir by 
washing water from 
the on‐site wastewater 
treatment plant of 
ECHO production site 
into the river and from 
the river to the lake. 
They detected large 
amount of antibiotics‐
resistant bacteria 
multiplying rapidly in 
the drinking water. The 
bacteria are resistant 
to carbapenems and 
the last line antibiotic 
colistin as well, both 
antibiotics are also 
present in the 
contaminated water.

Water 
reservoir 
contaminated



SmartResilience 
“City”

HOTEL

CHARLIE

ECHO

GOLF

ALPHA

DELTA

FOXTROT

BRAVO

Day 10

HOTEL underground 
storage plant reports 
that it has been 
successfully sealed off 
and prevented flooding 
of coal reserves, but 
one out of the four 
storages is suffering a 
self‐ignition. 2 fatalities 
and 2 injured (441 
casualties)



SmartResilience 
“City”

HOTEL

CHARLIE

ECHO

GOLF

ALPHA

DELTA

FOXTROT

BRAVO

Day 12

A given percent of the 
bacteria in the drinking 
water system is resistant 
to carbapenems and the 
last line antibiotic colistin 
as well. Through the 
damage of an antibiotic 
storage caused by the 
recent incidents, both 
antibiotics are release into 
the water, killing non‐
resistant bacteria and 
facilitating overspread of 
resistant strands. CHARLIE 
health system is not able 
to cure infected patients. 
810 people got infected 
and there is no available 
remedy for them (1251 
casualties).



Smart Resilience Indicators for Smart 
Critical Infrastructures

Key questions
1. Do we need indicators? Do we need indicator‐based 

resilience assessment?
2. If yes, how to do it? How to MEASURE resilience of 

critical infrastructures and systems… in the age of 
information overload?

3. How to deal with unknown or poorly known 
threats?

4. If we do it, how to do it in a globally agreed way?
5. Who’s concern is the “resilience of the world”? 



… manage risks to enhance resilience: 



Indicators‐based resilience 
assessment?

We need a METHOD

Smart Resilience Indicators for Smart 
Critical Infrastructures



ISO 31050 – new way, the 5x5 matrix:
… manage emerging risks to enhance resilience

Organization / Business

System / Physical

Information / Data / Smartness

Societal / Political

Cognitive / Decision Making



Create (customized, but still 
comparable) checklists of indicators

Same for all 
(“CORE”)…

Recommended 
for a sector…

User’s 
customized 

list…



How to create a DCL 
needed for a particular case? 



Indicators telling what happens in an 
“infrastructure‐of‐critical‐infrastructures”: 

SmartResilience 
“City”

CHARLIE

ECHO

GOLF

BRAVO



… manage risks to enhance resilience: also in 
infrastructure‐of‐infrastructures 



Integrated, indicator‐based, resilience analysis:  
resilience level, functionality loss, interdependency…
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Case Study XYZ

Scenario ABC

Case Study UVW

Alternative Scoring

Shared 
Documentation

Assessment Report X

Assessment Report Y
Compare/Benchmark

Functional Assessment

Monitoring

Stress 
Testing

Optimized Options

Visualized Interdependencies X

Visualized Interdependencies Y

Time 
Analysis

Ripple effects

Results

Resilience Interdependency

Resilience Level (RL) Assessment and Monitoring 

Visualization 2

Dynamic Checklist – RL1

Functional Level (FL) Assessment and Monitoring 

Assessment X

Assessment Y

Assessment t1

Assessment t2

Assessment t3

DCL – FL1
Assessment F

Visualization 1

Alternatives

Analyses

timeoperat ion

Re
sil
ie
nc
e 
Le
ve
l

t1 t2 t3 ...

Excellent

Good

Average

Poor

Critical

tn

Resilience Improvement Investment



Smart Resilience Indicators for Smart 
Critical Infrastructures

Indicators‐based resilience 
assessment?

We need  INDICATORS



User dashboard

Implementation



Smart Resilience Indicators for Smart 
Critical Infrastructures

Indicators‐based resilience 
assessment?

We need a SYSTEM



SmartResilience:

System

Smart Resilience Indicators for Smart 
Critical Infrastructures



 TANGIBLE RESULTS / 
OUTPUTS

 
ADVERSE
EVENT

Scenario time 

Functionality of the infrastructure 
better than before

Fu
nc
tio

na
lit
y 
Le
ve
l o

f t
he

 in
fr
as
tr
uc
tu
re

Functionality of the 
infrastructure as before

Functionality of the 
infrastructure worse than 
before, infrastructure only 

partially recovered

Functionality of the infrastructure 
completely lost

“Infrastructure of Critical Infrastructures” (e.g. a Smart City)

Infrastructure(s)
Threat(s)

Phases
Issues

Indicators

Elements

Indicators

Critical Infrastructure(s)

Threat(s)  Threat(s)

Phases

Issues

Indicators

Critical Infrastructure(s)

Threat(s)

Phases

Issues

Indicators

Critical Infrastructure(s)

Threat(s)

Dimensions

Issues

Indicators

Critical Infrastructure(s)

 
RESILIENCE OF AN 
INFRASTRUCTURE?
Resilience level

 
OUTCOME OF A 
DISRUPTIVE EVENT?
Functionality level

 
INFLUENCE OF 
INTERCONNECTEDNES?

Analysis of interdependencies
 

INVESTMENT IN 
RESILIENCE OPTIMIZATION?
Decision optimization

timescenario

STRESS‐
TEST OK?

RESILIENCE 
LEVEL OK?

UNEXPECTED 
CASCADING EFFECTS?

Case Studies 
Scenarios Dynamic Checklists (DCLs)

AssessmentsTOOL:

INVESTMENT IN RESILIENCE 
IMPROVEMENT OPTIMAL?

timeoperation timeoperation OR scenario timeoperation OR implementation timeoperation OR scenario

Scenario

RESILIENCE ASSESSMENT 
OF A COUNTRY OR REGION

RESILIENCE ASSESSMENT OF A 
SINGLE INFRASTRUCTURE OR A CITY

Analysis

  Resilience (cycle) Phases 

Re
si
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nc
e 
D
im

en
si
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s 

  Understand 
risks 

Anticipate / 
prepare 

Absorb / 
withstand 

Respond / 
recover 

Adapt / 
transform 

System / 
physical 

Average Good Average Good Excellent 

Information / 
smartness 

Good Average Good Good Good 

Organization / 
business 

Excellent Excellent Poor Poor Excellent 

Societal / 
political 

Poor Good Excellent Average Excellent 

Cognitive /  
decision making 

Critical Excellent Average Good Average 

 

timeoperation

Re
sil
ie
nc
e 
Le
ve
l

t1 t2 t3 ...

Excellent

Good

Average

Poor

Critical

tn



Country resilience



Critical infrastructure resilience 



Critical infrastructure resilience 



How to manage 2,000 indicators?
Resilience intelligence (based on BI) 



Main requirement: 
Answer the key resilience‐related questions!

timeoperation

Re
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t1 t2 t3 ...

Excellent

Good

Average

Poor

Critical

tn

OUTCOME OF A DISRUPTIVE EVENT?
What could be the possible outcome of an 
assumed disruptive events (scenarios)?

RESILIENCE OF AN INFRASTRUCTURE?
How can one check if a infrastructure is 

“resilient”? 

INFLUENCE OF INTERCONNECTEDNESS?
How the operation of an infrastructure 

impacts the others?

INVESTMENT IN RESILIENCE OPTIMIZATION?
How to get the best value‐for‐money in the 

shortest possible time? 

Functionality Level Assessment

BEHAVIOUR WITHIN PRESCRIBED LIMITS?
Will the infrastructure behavior remain 

within the prescribed limits?

Stress‐testing Resilience Level Assessment

Exploring interconectedness

ADVERSE
EVENT

timescenario

Functionality of the infrastructure 
better than before

Fu
nc
tio

na
lit
y 
Le
ve
l o

f t
he

 in
fr
as
tr
uc
tu
re

Functionality of the 
infrastructure as before

Functionality of the 
infrastructure worse than 
before, infrastructure only 

partially recovered

Functionality of the infrastructure 
completely lost

Multi‐criteria Decision Making



Conclusions

Smart Resilience Indicators for Smart 
Critical Infrastructures



Problem #1:
The world is (very) complex …



Problem #2:
Our institutions!

 

Instrumental
Solution

Find the most cost‐
effective way to make 
the risk acceptable or 

tolerable

Epistemic

Use experts to find 
valid, reliable and 
relevant knowledge 

about the risk

Reflective

Involve all affected 
stakeholders to 

collectively decide 
best way forward

Participative

Include all actors so 
as to expose, accept, 
discuss and resolve 

differences

Simple Complexity Uncertainity Ambiguity

Agency Staff Agency Staff Agency Staff Agency Staff

Civil Society

Low, but possible Medium High Very high

e.g. Smart systems „ 
simulating compliance 
or even „cheating (e.g. 

volkswagen)

e.g. Smart systems can 
provide different 

opinions/ diagnosis than 
the humans or among 

themselves and increase 
ambiguity

e.g. Multiple parallel 
smart systems can 

increase the 
uncertainity e.g 

providing diverging 
indicators for instance 

in the case of  
industrial accidents in 

Texas city

e.g. Smart systems 
normally increase the 

complexity of 
electronic equipment

Type of 
participation

Risk

Possible 
influence of 
Smartness on 
risks/ resilience

Scientists / 
Researchers

Affected StakeholdersAffected Stakeholders

Scientists / 
Researchers

Scientists / 
Researchers



Problem #3:
We think and act in silos!

 Interdependent infrastructures!
… often analyzed independently!!!



Problem #4:
The world is (very) complex … and we do not like it!



Problem #5: 
We are bad at seeing unexpected things! 



New technologies (also soft ones!):
 Open intelligent systems of nth generation

 Smart/interactive/intuitive/3D/serious‐gaming‐based education

 Full‐scale exploitation of big/open data (self‐feeding systems!)

New direct applications for real outreach:
 Resilience mapping

 GRI‐like resilience (voluntary) 
bottom‐up reporting
(European Risk and Resilience 
Assessment & Rating Agency ?)

 Global alignment/agreement (ISO 31050!)

Further research and applications



Challenge(s)?
Emerging risks!

Smart Resilience Indicators for Smart 
Critical Infrastructures



Final conclusion:
INTEGRATE & ALIGN resources GLOBALLY! 

Methodology & tools: The  dynamic checklists, risk and resilience 
indicator based methodology and  the open www-tool from the EU 
project SmartResilience

Organization: a network of  approved 
assessors/auditors (companies)

(IIC-like) TESTBED
A European AGENCY,

Assessment-as-a-Service 

RISK & RESILIENCE
RATING AGENCY

Technology: ledger-technology 
(BlockChain) 

ERRA
DYNAMIC RISK & RESILIENCE ASSESSMENT


