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How much have we progressed?
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Many single answers, cases, studies, tools...

>

.. but NO agreed
methodology... not
even on one country
level, let alone
something globally
agreed

EU: 600+ projects,
many talking about
cascading, ripple,
inter-this-inter-
that...

Here: Examples from
SmartResilience
project
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Multiple threats...
terror, cyber, weather, health, ...
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Imagine an accident/event... in an
infrastructure-of-infrastructures
(the “INDIA” case in SmartResilience project)
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infrastructure-of-
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Imagine an event
(the “INDIA” event in SmartResilience project)

Day 105:00|explosion in the ECHO industrial production complex within BRAVO city.

Day 105:24| DELTA Air Traffic Control issues NOTAM due to lack of visibility and the aggressive chemical
nature of the fog arising from explosion

Day 105:30(Certain districts of BRAVO city must be evacuated

bay 3 16:00| CHARLIE health service providers report that they have no more capacity at local service
providers.

Day 5 Heavy rainfall hits BRAVO city (more than 100 mm in one day with a very intensive period),
causing pluvial flood, immediately followed by a tidal flood.

Day 12 Financial systems report extended spear-phishing attempts on customers of banking and
insurance services.

Day 8 FOXTROT waterworks report that the flood had contaminated the FOXTROT drinking water
reservoir

Day 10 HOTEL underground storage plant reports that it has been successfully sealed off and
prevented flooding of coal reserves,

Day 12 CHARLIE: bacteria in the drinking water system is resistant to carbapenems and the last line
antibiotic colistin as well. Through the damage of an antibiotic storage caused by the recent
incidents, both antibiotics are release into the water, killing non-resistant bacteria and
facilitating overspread of resistant strands.
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Day 1
5:00 AM

1
SmartResilience
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A cyberattack causes
explosion in the ECHO
industrial production
complex within BRAVO
city. The attack releases
a large fog of
microparticles. Lots of
casualties, the fog is
choking and burning
lungs of people inhaling
it. The wind blows the
plume across the river
towards densely
inhabitated area of
BRAVO city and towards
the airport DELTA. 19
fatalities and 19 injured
(38 casualties).
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Day 1
5:30 AM

Certain districts of BRAVO
city must be evacuated, in
the other parts residents
are advised to keep shut
all doors and windows.
Some citizens decide to
self-evacuate. Roads get
overcrowded. Another 83
fatalities and 2 injured
(242 casualties).
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SmartResilience

Day 3 )
y “City” La Chapelle-
16:00 PM sur-Erdre Carguefou
4
. ]
CHARLIE health service
providers report that __ GOLF
they have no more N 444 Sainte-Luce-
i T |
capacity at local service 3 / sur-L E‘;;’-E
providers. During first 7 £
medical response, 21 A, _ :
. Saint-HerRlain 44 =
employees get injured - BRAVO R e s o
. : - 4 : o i e
and can not continue Loueran : e : - .5 =
[ [ [ HOTEL - N - EB'II'ILRISE'I}EEIIE n- — = ;
their work, in spite of _horeL %"‘“‘-—i i ; e e 8 s
efforts of health service s Regé—7 \'\‘ . =
staff, 51 more fatalities - s 47 N 249 =
and 64 more injuries X D723 - W 454 ALPHA 5,
occur during —_ S el g8 Vertou
decontamination N _ l-" i M 844
efforts and aftermath. =5
: . T DELTA
(378 casualties). i T - : 1
e o Atlantigue
P AR ! %
32— —u \,
o/ g = - A B3

__ -Réserve
= —naturell \
= duwlacde \

i FOXTROT

r D178 \




Day 5

Heavy rainfall hits BRAVO
city (more than 100 mm
in one day with a very
intensive period), causing
pluvial flood, immediately
followed by a tidal flood.
GOLF flood protection
facilities are not able to
prevent water rising on
the streets. 59 dead, 2
injured (439 casualties).
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Day 8

FOXTROT waterworks
report that the flood
had contaminated the
FOXTROT drinking
water reservoir by
washing water from
the on-site wastewater
treatment plant of
ECHO production site
into the river and from
the river to the lake.
They detected large
amount of antibiotics-
resistant bacteria
multiplying rapidly in
the drinking water. The
bacteria are resistant
to carbapenems and
the last line antibiotic
colistin as well, both
antibiotics are also
present in the
contaminated water.
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Day 10

HOTEL underground
storage plant reports
that it has been
successfully sealed off
and prevented flooding
of coal reserves, but
one out of the four
storages is suffering a
self-ignition. 2 fatalities
and 2 injured (441
casualties)
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Day 12

A given percent of the
bacteria in the drinking
water system is resistant
to carbapenems and the
last line antibiotic colistin
as well. Through the
damage of an antibiotic
storage caused by the
recent incidents, both
antibiotics are release into
the water, killing non-
resistant bacteria and
facilitating overspread of
resistant strands. CHARLIE
health system is not able
to cure infected patients.
810 people got infected
and there is no available
remedy for them (1251
casualties).
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Smart Resilience Indicators for Smart

Critical Infrastructures

Key questions

1.

Do we need indicators? Do we need indicator-based
resilience assessment?

If yes, how to do it? How to MEASURE resilience of
critical infrastructures and systems... in the age of
information overload?

How to deal with unknown or poorly known
threats?

If we do it, how to do it in a globally agreed way?
Who's concern is the “resilience of the world”?
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... manage risks to enhance resilience:

risks

—

Functionality Level of the infrastructure

Conventional

7

Emerging
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Smart Resilience Indicators for Smart
Critical Infrastructures

e

LT MTRADILITY

4 AT ok

Indicators-based resilience
assessment?

we needa METHOD
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ISO 31050 — new way, the 5x5 matrix:
... manage emerging risks to enhance resilience

Functionality Level of the infrastructure

ADVERSE Lttt @

EVENT ‘
Conventional K
risks v ? P

I"
K
B
-

Emerging
risks 277

Scenario time

System / Physical

Information / Data / Smartness

Societal / Political

Indicator k.1

Indicator k.2

Cognitive / Decision Making

*» How do we achieve "risk understanding”, etc.?
» What is important for each of the phases?

« What would tell us that we are doing well (or have
problems) with issue “k'?
« How well (or bad) are we doing with issue k’'?

Organization / Business

the issues and indicators

Dimensions are used for structuring
{and support identification of issues)

| [
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Create (customized, but still

comparable) checklists of indicators

Same for all
“CORE”)...

User’s
customized
list...

Recommende
r a sector...

CORE DCL | [

User DCL (Use Case Specific)

Recommended DCL xyz

—‘ Phase 1

—| Issue C1.1 |1 —_—
— Indicator R1.1.1 l — = P
— Indicator R1.1.2 I

— Indicator R1.1.3 1

—| lssue C1.2

\— Indicator R1.2.1 | —r = P
— Indicator R1.2.2 I

|— Indicator R1.2.2 I

Legend:

—l Phase 1

—| Issue C1.1

- Indicator R1.1.1

- Indicator R1.1.2

- Indicator 51.2.1 |
4 Issue C1.2

— Indicator R1.2.1
— Indicator R1.2.2 |

L Indicator R1.2.3 |

| Issue R1.3 I

— Indicator R1.3.1 |

i— Indicator R1.3.2 |

Indicator $1.3.1 I

Indicator 51.3.2

Indicator x.x.x | - Indicator

“ - Dynamic Checklist

—l Phase 1

»—| Issue R1.1 |
- Indicator R1.1.1

|- Indicator R1.1.2 J

]— Indicator R1.1.3 |
—| Issue R1.2 l

— Indicator R1.2.1 |
— Indicator R1.2.2 |

— Indicator R1.2.3 |

Indicator R1.3.1 ‘

Indicator R1.3.2 ‘

————————P Mandatory

— : =« =— . — P> _Recommended

v

v

v

A4

I. UNDERSTAND RISKS

Risk assessment [ISO 22301]; ID-759

Data Analysis; 1D-3822

Possibilities of unauthorized access ; ID-3828
Threat to Physical Protection; 1D-3829

Emerging risks analysis and management; ID-3847

New types of ICT attack to smart Infrastructure; ID-3863

Il. ANTICIPATE/PREPARE

Training ; ID-988

Business continuity plan [ISO 22301]; ID-1031

Use of smart technologies and devices for safety and security; 1D-3517
51C Emergency management/planning; I1D-2258

Management of information and knowledge relevant for resilience; 1D-3823
Physical Protection; ID-3812

Cyber operation continuity plan; ID-3833

ICT Attacks monitoring; ID-3865

1ll. ABSORB/WITHSTAND

Business continuity plan [ISO 22301]; ID-1031

Physical Protection; ID-3824

Cyber operation continuity plan; ID-3833

51C Emergency management/planning; ID-2258

Offsite/external capabilities and resources available; ID-3834
Command/Coordination structures availability and effectiveness, 1D-3837
First Preventer/Responder available and effective; ID-3836

Proper use of smart Cl related procedures and protocols ; ID-3866

. RESPOND/RECOVER

Emergency response; ID-996

Incident management plans and procedures effectiveness; ID-3825
Management of information and knowledge relevant for resilience; ID-3823
Impact of dependencies on resilience; ID-3835

Proper use of smart Cl related software; ID-3867

V. ADAPT/TRANSFORM

Business continuity plan [ISO 22301]; ID-1031

Incident investigation; 1D-1004

Emergency response reporting including lessons learned ; ID-3826
Availability of adequate human resources; ID-3827

Management of information and knowledge relevant for resilience; I1D-3823
QOrganizational learning and continual improvement; ID-3848

Measuring adaptation/trasformation; ID-3860

Improving smart IC related protection capacity; ID-3869



How to create a DCL
needed for a particular case?

| COREDCL | User DCL (Use Case Specific) | | Recommended DCL (ECHO) |
—l Phase 1 |- Understanding risks —l Phase 1 |- Understanding risks —‘ Phase 1 |- Understanding risks
Emerging risks analysis and || Emerging risks analysis and Overview of possible risks ;
management; |ID-3847 ’ management; ID-3847 ID-2319
o — Data Analysis; ID-3822
- Data Analysis; ID-3822 —— i Communication; ID-1046

| | Possibilities of unauthorized
| | Possibilities of unauthorized access ; ID-3828

access; ID-3828

Management of change -

MoC; ID-2064
|| Threat to Physical Protection;
| Threat to Physical Protection; | — . ID-3829 Leanership ahd
ID-3829 : :
|| Risk assessment [ISO 22301]; Adminstration; ID-982
| | Risk assessment [ISO 22301]; | ID-759
ID-759 Safety risk registry ; 1D-2060

— Communication; ID-1046

|| Management of change -
MoC; ID-2064

—  Additional inspection and
monitoring program; |D-3854

— - Anticipate/Prepare
- Anticipate/Prepare - Anticipate/Pre pare

Leadership and
Adminstration; ID-982

Safety risk registry ; ID-2060

Legend: Al w— — —p -Repleced by

- Dynamic Checklist - Issue > - Mandatory

— e — — P> - Recommended

ESTLIENCE



Indicators telling what happens in an
“infrastructure-of-critical-infrastructures”:

SmartResilience
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g% at: All/any threats
Phase: |. Understand risks Phase: lll. Absorbiwithstand

L Day3: 16:00:00 PM: Issue: Assessing medical needs of the population; 1D-

+ Day 3 12:00:00 PM; Jl

1 Day 1 12:30:00 PM;

Issue: Assessin g me
—
1 Day1: 12:00:00 PM Phase: |I. Anticipate/prepare
' ! Issue: Assessing medical needs of the population; ID-
—
-+ Day 1, 07:00:00 AM;

Phase: V. Adaptiransform
Issue: Accessibility of medical services; ID-2713

-+ Day1; 12:05:00 PM;

1 Day 1 06:15:00 AM;

1 Day 1; 06:00:00 A;

Day 1; 05:30:00 Al;
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... manage risks to enhance resilience: also in
infrastructure-of-infrastructures

.




Integrated, indicator-based, resilience analysis:
resilience level, functionality loss, interdependency...

Case Study XYZ Analyses
- ScenarioABC -——"""""----—————————————
—— Resilience Level (RL) Assessment and Monitoring
—— Dynamic Checklist — RL1
Assessment X——  Assessment Report X
8 Assessment Y= Assessment Report Y
| -
— I
"5' Assessment t1
QL
a Assessment t2 Time
Analysis =TT ——————
O — Assessment t3
1%) L L
O — Functional Level (FL) Assessment and Monitoring
-, —— DCL - FL1
o |
@) , Assessment F——  Fynctional Assessment
— Resilience Improvement Investment
Alternatives ——  Ajternative Scoring —————————
— Resilience Interdependency
— Visualization 1= visualized Interdependencies X
i Visualization 2__> Visualized Interdependencies Y
Case Study UVW

Results

Shared m

Documentation

L LS
500G

Monitoring ﬁ

ence Level

Resili

__________________ > Stress @

Testing

sttt » Optimized Options "-.H:'

er supplv —»
[systems s
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ESILIENCE
Smart Resilience Indicators for Smart
Critical Infrastructures
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Indicators-based resilience
assessment?

we need INDICATORS
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Number of Dynamic Checklists per Class

Implementation

User dashboard

Il Core DCLs (2)
Il Recommended DCLs (11)
Il Completed DCLs (54)

Number of Indicators per Class

Il Core (81)
Il Recommended (405)
B completed (1066)

Total Case Studies

wrren [ S W |
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Smart Resilience Indicators for Smart
Critical Infrastructures
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Indicators-based resilience
assessment?

We needa SYSTEM
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SMAPT

ESILIENCE
Smart Resilience Indicators for Smart
Critical Infrastructures

(e Overview
N~ Overview
ESILIENCE
@R SCI Dashboard Expand All Show all data |
General
S m a rt Re Si I i e n ce : ia Overview SmartResilience Project: ALPHA: Financial System

[+

® Manage & Setup SmartResilience Project: BRAVO: Smart city

[

SmartResilience Project: CHARLIE: Healthcare system
BB Assessment and monitoring

i

SmartResilience Project: DELTA: Transportation system

- B Smart Airport, Hungary
== Resilience optimization
Syste m 51D Budapest airport affected by blocked traffic

D52 DELTA Test Scenario 1
D52 DELTA Test Scenario 2

lshl Benchmark / Monitoring

I Report

[#

SmartResilience Project: ECHO: Large industrial zones

[

T Education SmartResilience Project: FOXTROT: Drinking water supply system

)

SmartResilience Project: GOLF: Cork city
& Knowledge Base

[+

SmartResilience Project: HOTEL: Energy supply system

[z

SmartResilience Project: INDIA: Integrated smart critical infrastructures

© Help

[

SMR Project: Smart City Maturity Model

[

Resolute Project: Water Bomb Florence

[

Scout Project: Radar Infrastructure

[

CIA factbook (OECD-like): World
CIA factbook (OECD-like): Austria

1=

CIA factbook (OECD-like): Canada
CIA factbook (OECD-like): Finland
SmartResilience Project: ICT (ED)
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“Infrastructure of Critical Infrastructures” (e.g. a Smart City)

1 :
| Scenario

OUTCOME OF A
DISRUPTIVE EVENT?

Functionality level

1
\ Analysis

RESILIENCE OF AN
INFRASTRUCTURE?
Resilience level

INFLUENCE OF
INTERCONNECTEDNESP?

Analysis of interdependencies

SMA RT@

ESILIENCE

S S S S N S S S S S S S S Ry,

1
Issues . 1
Indicators ]

S S S S S S N S -

INVESTMENT IN

RESILIENCE OPTIMIZATION?
Decision optimization

TANGIBLE RESULTS /
OUTPUTS

tlmeoperat_ion OR implementation tImeo eration OR scenario

RESILIENCE ASSESSMENT OF A
SINGLE INFRASTRUCTURE OR A CITY

| I Resilience (cycle) Phases
| | Understand | Anticipate / | Absorb/ | Respond/ | Adapt/
[ [ m risks prepare | withstand | recover | transform
2
| | | g | System/ Average Good Average Good Excellent
| | | | | 2 | physical
- 2
| | - | | | | | Indicators g 'S"r;‘:;l’“ni‘;f“ / Good Average Good Good Good
ndicators
Lo 1 [ I g |Oreanization/ | pycoiient | Excellent Poor Poor Excellent
| | | | £ | business
. Understand risks P TEe—— g | Societal/ Poor Good Excellent | Average | Excellent
1.1.G4-4; Domestic gas production (million m3/day); 10-1236. _LLRegister of accidents/incidents; 102070 eanerS0¢ ok ysesa ottt = | political
1.2.Gé-4: Domestic il production (thousand tons/day); 12302 b. Information/ data & smartness Cognitive / Excellent Average Good Average
1.3. Overall Equipment Effectiveness (OEE]; 1D-2308 11.1. The existence of a register of accidents/incidents; 10-2072 AL e decision making
) 1.1.2. Frequency of B0l 111.22. External alert/ communication ; ID-3016 111, Data Arsabysin, €000

- 2080 11.22.1. What is the scope of external alert/communication in case of a
disturbance?; 1D-3069

IL1.1. Hew fragueet I the Big Data analyst avallable;iD-3169
11,2, Big Data analysed?; 10-3171

¢. Socletal/ political

T3 Operating provehonts 107171

21.GAENE:

10-1249
2.2, G4 EN21: Amount of air poliutant e. SO2 emitted (tons/day); 1D-1255
23.G4 LAG: Number of lost days/year; 101263

2.4, Number of HSE training/year; 10-2305

RESILIENCE ASSESSMENT
OF A COUNTRY OR REGION

1.2.1. Does the Safety Risk registry exist? ; 1D-2061
1.2.2. Using of Safety Risk registry in decision making: 10-2062
1.2.3. Frequency of revision of Safety Risk registry defined ?; 1D-2063

Dynamic Checklist - Resilience Level

Energy supply system in Helsinki affected by fire
1. Anticipate/prepare

R - 7 102065 e e 108 il 1,1. Proguancy of reviaw of rexlence D-325 ) l;’:z_zg1ﬁl
32 s s aon) 6206 , i e
SO 7.0 Are idel 1 .

e e — " P . guideline for cietalf political atients: 140°

1L Training; -

Displacement: 14
4.1, Percentage of employees present per shift: 10-2309

1.1.1. Are inspection visits measures docummented?; 10-2094
1.1.2. Are inspection visks measures realized?; 1D-2095

V4.1, What [s the frequency of simislator tralning far eperating
personnel?; ID-3175

UNEXPECTED &
CASCADING EFFECTS? '

Evaluation of empgggency planning

@ crivical

11.7.2. Review of communication policy conducted?; 10-919
Functionality of the infrastructure ki

better than before

ADVERSE

Functionality of the
infrastructure as before

Resilience Level

Functionality of the
infrastructure worse than

ScADA

wv

Functionality Level of the infrastructure

RIMP;
before, infrastructure only & B vir i ¥
partially recovered = n‘g:u‘:: _::::m "_ﬂmm‘m RARS z o :
Funetionality of the infrastructure @ gy supply systems = = iy (e
completely lost sk sk sausbad | | q;%,";;,;; 3 P EUBEY oa % ¢ : © RIMP: Resilience
Scenario time N2 i
= e /| systems spednc c 3 . Improvement
......... © E—F%mfmﬁw Q‘ 3 5 chpatence 2 Measures Portfolio
o] o ek o ctcatata e £ : o Z d : :
STRESS- | © RESILIENCE W/ goe L, le I im i
Health carm i - : - >
TEST OK? § LEVEL OK? toction L eamsYyStems 2 [ Implementation time
. PORLITBIrSYstem © = INVESTMENT IN RESILIENCE

BBty capachy 1o
vathstand

.;: ack of coordination

preparedndl

IMPROVEMENT OPTIMAL?

Totats

SHARIGGwE:

Case Studies

Scenarios Dynamic Checklists (DCLs)

Assessments




Multilevel Dynamic Checklist Assessment Results

Assessment Basic Informanon

Name Turkey S e

Country resilience s

Y Typical CIA factd ena 1
JCL 2 ac !l K F i Rl
(
Cos
Score Resibence Level
303 Good
1 ot mpac o e |
1. Average number of 5.78 Good
Good

it
SMA 7'_ \W2aNV, Interactive map of assessments . -
T s SCID > Visualh > 1 map of i opu -

ES[L IENCE 1.1, 1T Access and Usage by Mouseholds and indnidual 297

@ SC1 Dashboard Show assessments: 4 Wed being. Sy

Totals a
« » + - . a3

3 Visualisation
Interactive resilience map of

Austrian heaith infrastructure » Q

Interactive resilience map of
INDIA case study

ncome per (apits

ECHO - Case Study Vuinerabllity

Indicator mapping (IBM)

Interactive map of assessments

1. Stakenolder engagement for Seveloping reguistions NECILO! 2 Aveiage

& Overview

@ Manage & Setup

BB Assessment and monitoring

0o

== Resilience optimization
|l Benchmark / Monitoring
B Report 5 : »

7= Education Q

& Knowledge Base

@ Help v Minaria A oy .I e A T-I';".\ \
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Critical infrastructure resilience

SMADTLZER,
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Report - Resilience / Functionality level

Report > Resilience / Functionality level

* (8) Case Study - General
*  (2) Case Study - Resolute Project: Water Bomb Florence
*  (3) Case Study - Scout Project: Radar Infrastructure
* (5) Case Study - SmartResilience Project: ALPHA: Financial System
*  (18) Case Study - SmartResilience Project: BRAVO: Smart city
¥ (124) Case Study - SmartResilience Project: CHARLIE: Healthcare system
*  (9) Case Study - SmartResilience Project: DELTA: Transportation system
¥ (25) Case Study - SmartResilience Project: ECHO: Large industrial zones
»- (16) Scenano - Qually detenoration of product in Refinery | ID-16
¥ (9) Scenano - Smart Industnal zone in the City of Pancéevo affected by a hypothetical BLEVE_|
» (1) DCL - NIS Qil Refinery resiience assessment by D Bezrukov, ID-21

»- (1) DCL - NIS Qil Refinery resilience assessment; ID-13

* (1) DCL - NIS refinery functionality assessment - newly proposed; ID-16
* (1) DCL - Konrponna nucta: Mpoyena pusixa ceseco oneparepa, ID-70
* (2) DCL - NIS refinery functionality assessment, ID-1

¥ (3) DCL - Chemical industry ECHO; ID-12

B Assessment - After BLEVE event; ID-263

dition; ID-12

*  (19) Case Study - SmartResilience Project: FOXTROT: Drinking water supply system

- Normal

*  (8) Case Study - SmartResilience Project: GOLF: Cork city
*  (14) Case Study - SmartResilience Project: HOTEL: Energy supply system
*  (13) Case Study - SmartResilience Project: ICT (ED)

*  (7) Case Study - SmartResilience Project: INDIA: Integrated smart critical inf

» (1) Case Study - SMR Project: Smart City Maturity Model

() Assessment Report
Save Rg@d Print Report

Before printing

save the report| ¥

Indicator
Phase: 1. Understand risks
vl = Safety risk registry

Does the Safety Risk
registry exist?
Using of Safety Risk
registry in decision making
Frequency of revision of
Safety Risk registry defined
?

».I = Management of change - MoC
Is Procedure for
Management of change
established ?

| = Register of accidents/incidents
The existence of a register
of accidents/incidents
Frequency of
communication with units
about an occured incidents

v l Phase: 2. Anticipate/prepare
v| = Emergency exercises
Existance Emergency

exercise Plan

% Emergency exercises
completed acording to the
schedule

% for a new employees
and emergency response
training provided

v| = Maintenance plan
Maintenance plan
developed for each
production unit?
Is maintenance plan
executed ?
Is maintenance plan based
on recorded events?

v| = ordere I

9 P
Are inspection visits

measures docummented?

Are inspection visits

measures realized?

Are inspection visits

measures classified?

Ratio between preventive

and corrective measures

from inspection visits

AssessmentReportaspxliD=264

EST

=
T

Issue score: 5
Phase score: 3

Issue score: 1.67
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Critical infrastructure resilience

TRANSLATE

Comparison of resilience index level assessments

p—
.
s -
[ [, - N 5 Assess > Resilience Level > Comparison
— I

ESILIENCE

v | 10 countries selected v  Core, Recommended v
© -2
. ¢ Nerepbype
. Hehanki
Stockholm
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Mamzurg
Par -
~ ) i pnd Ka)axcra Yaaarbad
Muncher (= ~
e A 4 :*/'
Zagred, ' -
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) Bucurest; L,u_:-e-
Barceiona ’ i X
Rom. S
. Oy
(h8a Ler »~ :
) = — Aggab By a
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ol o ¥ TS B
© \,..I: o . - - - - D
i AT > - i
2 ' —
3.78 3.90 3.91 3.97 432 437 442 446
332 51 333 52 276 248 306 307 315 329
. BRAVO Resilience - OpA 4 - One new
:K:ll:?mtﬂdld list - Bd.c:‘n ;:cond R:c:mgmnnd.d list - Ah_o‘; ;e:ond Index Level Cyber HOTEL 1 - :hnlhnc- Sdn;‘%a:)pl;nl Olm:;mi.%mgssu electrical heating CORE - study 2
udy acaden study accden Attack assessmen Op. plan Op! planl added
&ﬁ?fsig:ts(‘:\tggcslcd NIS Oil Refinery El{!l?s;ég:t:::ggeswd NIS Oil Refinery BRAVO Cyber Attack  Helen Oy district Helen Oy district Helen Oy district Helen Oy district Cyber-attack
quality product quality product on Stadtwerke energy supply system energy supply system energy supply system energy supply system indicators suggested
,‘g: RECOMMENDED  accessment - Copy :.2; RECOMMENDED  5ccecsment Copy Heidelberg affected by fire = affected by fire affected by fire affected by fire for CORE list
Fvher-. ~ Quality deterioration i = - Quality deterioration Energy supply system Energy supply system Energy supply system Energy supply system . .
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How to manage 2,000 indicators?
Resilience intelligence (based on Bl)

RI Type: Approval status Distribution of RILs vs FILs Distribution of Average Score by Country
Approval @Approved @Not Approved Score @00 @16 819025 8925930933 0359042 943044844 ©044@48 »
2000
1500 FIL
1000
—X
RIL L -
500 {
/ Y T"
. Abiantic -' ) | Ny el )
0 = b> Bing Ocean o L e 201E‘LHERE. = 2018 Mierpsoft Corporation Ta'i_lﬁ%}j?
¢ Y=N o~ — -1 ) L
Indicator Issue Element 4 FiLs RILs
CountryName
Indicator  Issues Element 33 59
4 1268 = Al
RIS 1RR N
Timeline of Events Distribution of Average Score by District
erage of Lat erage of Long and Average of Points by District- and Score
7/12/2017 Number of Dynamic Checklist by Class
N Score @(Blank) @0.0 @1.6 1.9 @25 925 3.0 @33 @35 042 943 @44 944 »
9/17/2018 :
! KuseyLupitz L26
CountryName City AssessmentlD  CaseStudylD %cor—,\ Core
Germany 3 3 181C
Finland Helsinki 3 20 13 Q
uarnebeck i
Serbia 1 4 11| Recomme.. Wenze SRElIBrel
Germany 4 5 1C %
1 2 1C
Norway 1 5 1C User
Ireland 1 8 1C
Eigenthum
Sweden 2 14 1« Complsted 53 g
Germany [ 10 3
1 10 5 .
Bin =
Germany 4 15 2 R Type- I’ g . Y © 2018 HERE|RU26TE Microsoft Corporation Terms
Finland 1 20 £
Total 51 1917 Al Last update on: 14 September 2...
< > o

Last entry on
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SmartResilience: Indicators for Smart Critical Infrastructures

SMART =5,
B EXERCISE REPORT

The template is proposed in the EU funded project: SmartResilience (the Grant Agreement No. 700621)
http://smartresilience.eu-vri.eu/

. RESILIENCE ASSESSMENT _

| Infrastructure assessed:
| Scenario name & ID:

| DCL name & ID:

| Assessment name & ID:

I Date:

Executive summary of the exercise:

Historical data/ situational reporting of the similar events (real or simulated):

Main objectives and challenges of the exercise:

Description of the conducted exercise:

. Expected length of this section is the following:
¥ page in case of discussion-based exercises (seminar, workshop, table-top or game)
1 page in case of operation-based exercises (drill, functional exercise or full-scale exercise)

Measurements:

Main findings after the exercise:
5 Can be copied from section: 1.5 Results

Part A: Basic info

5 Resilience assessment/stress-test team® member’'s information: Requestor

1.1 Requestor’s initials & last name?: I.Z Requestor's organization: .3 Requestor’s position

1.5 Requestor's email address:

1.4 Requestor's phone number

! The Resilience Assessment Exercise structure is shown on the Figure 2 (see: below).
? The requestor can be EC/local authorities/company authorities/individual person

& v
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Problem #1:
The world is (very) complex ®...

File. Edit - View = History = Bookmarks Tools = Help

. E".PE 'Ellnsighb | TOPLIN_!_( ; T X * Future World 2030: Dr Mich o) X 'WEF_GRR18_Report.pdf { 2 x + The new SKODA Fabia Attenti ._ . . 3D Printing | Explore | TOPLINK X +

() & English =

Future of Health and
Future of Government Healthcare

Geo-economics Global Health

Human Enhanéement Humanitarian Action lllicit Economy Indlia

Information and Entertainment Information Technology Innovation

B Ay [P R AP

International Trade and

| g oy ey

https://toplink.weforum.org/knowledge/insight/al Gb0000000LrSOEAD/ explore/summary




Problem #2:
Our institutions!

Affected Stakeholders

Affected Stakeholders

; Scientists / Scientists / Scientists /
TYPe o. Researchers Researchers Researchers
participation
Agency Staff Agency Staff Agency Staff Agency Staff
Instrumental Epistemic Reflective Participative
Solution
Find the most cost- Use experts to find Involve all affected Include all actors so
effective way to make valid, reliable and stakeholders to as to expose, accept,
the risk acceptable or relevant knowledge collectively decide discuss and resolve
tolerable about the risk best way forward differences
Risk Simple = Complexity = Uncertainity — Ambiguity
. P
influence of

Smartness on
risks/ resilience

e.g. Smart systems,,

simulating compliance
or even ,cheating (e.g.

volkswagen)

e.g. Smart systems

normally increase the

complexity of

electronic equipment

e.g. Multiple parallel
smart systems can
increase the
uncertainity e.g
providing diverging
indicators forinstance
in the case of
industrial accidents in
Texas city

e.g. Smart systems can
provide different
opinions/ diagnosis than
the humans oramong
themselves and increase
ambiguity

SMADTLE
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Problem #3:
We think and act in silos!

» Interdependent infrastructures!
... often analyzed independently!!!

>
()
©
w
©
“
i
1))
-




Problem #4:
The world is (very) complex ®... and we do not like it!

C . - .
o accepFance of amblgun:)‘r
= . experience of complexity
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« wise |
o d
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o
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e . m— .
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L
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L1
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‘l—
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%
L1
L b.
Complexity
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Problem #5:
We are bad at seeing unexpected things!

SMARTLF3,
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Further research and applications

New technologies (also soft ones!):

= QOpen intelligent systems of nt" generation

= Smart/interactive/intuitive/3D/serious-gaming-based education

= Full-scale exploitation of big/open data (self-feeding systems!)

New direct applications for real outreach:

= Resilience mapping

= GRI-like resilience (voluntary)
bottom-up reporting
(European Risk and Resilience
Assessment & Rating Agency ?)

= Global alighment/agreement (ISO 31050!)

SMARTL/EY
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Smart Resilience Indicators f
Critical Infrastructures

Challenge(s)?
Emerging risks!

afror

NORMAL ISATION

ISO 31000 https://www.iso.org/iso-31000-risk-management.html|
TC262 Risk Management — WGS8 hups //www iso org/committee/629121 html

ISO 31050

Guidance for Managing
Emerging Risks to Enhance
Resilience: Thriving in a
World Growing in

Uncertainty

At the current pace of change, the world in the 21+
century will experience 20,000 years of advancements,
in just one 100 years (WEF, 2016). This is changing
the risk landscape and bringing in an avalanche of new
uncertainties and new emerging risks the management
of which is essential for the society.

The new ISO 31050 standard will provide the much
needed foresight and insight to deal with these risks. It
will also provide new ways for enhancement of
organizational resilience and new capabilities to deal
with new challenges, helping, at the same time, to
increase the level of frust in management of risk.

1SO 31000:2018 as a “generic standard”

The newly revised and published International Standard
on Risk Management |1SO 31000:2018 is created,
monitored and supplemented (with supporting
documents) by ISO Technical Committee TC262.

ISO 31000 standard is one of the few SO Standards (of
the several thousand promulgated by top experts in their
fields) that is qualified as a "generic ISO standard” — this
means that all other standards must accommodate and
align to its provisions.

Therefore, it is mission critical for every entity utilizing
ISO Standards, to address and strategically approach risk
management and, when doing so, to follow ISO 31000.

“Emerging”
risks are
emerging
daily...
Example:
Foreign Affairs
June 2018

f them didn’t

Some
(on June 12, 2018, ISO
voted for 310501)

ISO 31050:
A new member of ISO 31000 family

Starting from the ISO 31000 definition of risk (“effect of uncertainty on
objectives”) and understanding risk management as significant
contributor to value creation and preservation, the new

exista week ago.

"ISO 31050 Guidance for Managing Emerging Risks to Enhance
Resilience”

will contribute to the further development of integrated management
processes that provide insight into how risk may affect the achievement
of organization objectives. The development of the standard is assigned
to the Work Group 8 (WGBS) of the Technical Committee TC262. The
work started in June 2018, taking DIN SPEC 91299 (CWA 1664), the work
of the ISO TC292 (ISO 223xx standards) and the works of organizations
such as OECD, SRA, WEF and EU (projects iNTeg-Risk and
SmartResilience project, ResiStand) as its main reference.

The main calling is to provide universal, yet meaningful guidance on
developing new competencies and business models to create relevant
and realistic recommendations in an ever-changing uncertain world, to
facilitate best practices, enhance resilience, promote agility, assist
transformation, deliver insight, insure foresight, establish value and
integrate resources.

With 1SO 31050, the decision makers in organizations will be better
equipped to manage both known (ISO 31000) and emerging risks
(ISO 31050) wiﬂt_corjquehn_t:g:_'[cahmis aim, ISO 31050 will, deliver:



Final conclusion:
INTEGRATE & ALIGN resources GLOBALLY!

A EuwropeanvAGENCY,

(IIC-like) TESTBED Assessment-as-a-Service
Techvology: ledger-techmology Organization: a vetwork of approved
(BlockChain) assessors/anditors (companies)

RISK & RESILIENCE
ERRA RATING AGENCY

DYNAMIC RISK & RESILIENCE ASSESSMENT

Methodoloay & tools: The dynamic checklists, risk and resilience
indicator based methodology and the open www-tool from +he EU
project SmartResilience
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